Using the Akismet Spam Plugin/Controlling Spam
Duration: 7 mins 3 secs
In this video, we're going to take a look at how to eliminate spam or manage spam in your WordPress blog. Now, blog spam is perhaps one of the most annoying things you have to deal with if you are using WordPress blogs or any other blog platforms out there. So the first thing you'd want to do to control spam on your blog is make sure you activate the Akismet WordPress plugin. Now, this plugin is already included by default in your WordPress blog. What you need to do is click on the plugins tab, click on the "Install plugins," and somewhere on this page, you'll be able to see the Akismet WordPress spam plugin. So just activate that plugin. 

So the Akismet plugin has been activated, but there's one more step for you to do. It says that you must enter your WordPress.com API key for it to work. Click on this link. Now, it says here that in order to get a WordPress API key, you need to have a WordPress.com account. So to do that, just go to www. WordPress.com, and if you can see the big signup button here, or you can even use the signup link; click on that…and here is the registration page for your WordPress.com account. So what you want to do is fill up your username and put in a password – any password you want – alright? And confirm that password. Make sure both passwords match, and put in your email address here, and agree to the Terms and Conditions. And this final option here, well, basically, you can choose whether you want to get a WordPress blog – for example, username. WordPress.com; the actual URL would, of course, depend on the username that you have entered here. Or you can just get a username. But since the WordPress.com blogs are free anyway, so you may just as well get a WordPress blog along with your WordPress account, and then click on "Next." But I'm going to log in to my existing WordPress.com account and show you where to get your API key. So once you have created your WordPress.com account, what you need to do is go to the My Account tab here, and go to Edit Profile. And right at the top here, you can see (where) your WordPress API key is, and this is your WordPress API key. So this API key is as important as any password. Please do not share this API key with anyone else. So I'm just gonna copy my API key, then I'm gonna go back to my WordPress blog, and I'm going to paste the API key here. And I'm also gonna check this option to automatically discard spam comments that are on posts older than a month, and click on Update Options.
Okay, so now, my Akismet is perfectly active on my WordPress blogs, but there are also several other things you can do to further manage or reduce the amount of spam that you get, and what you need to do is click on Settings, and click on Discussion, and on this page here, you can basically set commenting rules for your blog. And by default, several of these options are already checked. For example, the comment author must fill out name and email address. Please make that as checked, because you don't want anonymous posters who can basically spam your blog easily without giving out a name or email address; and then you would want to make sure that this option here is checked. This option basically says that the comment author must have a previously approved comment. Now, this is really very important, because a lot of the people that will post a comment on your blog, they would probably just be a first-time commenter or first-time comment poster. So if you check this option, it will automatically send first-time commenters to the comment approval queue, and this will greatly help you to reduce spam and avoid any spam that would not be able to be cleaned up using the Akismet plugin, and they will avoid those types of spam comments to be automatically published to your WordPress blog. 
Now, another common feature with spammers is that they like to put a lot of links to other websites in their comments, so you can control the amount of links a person can post in the comments without raising any red flags and without sending the comment into the moderation queue. By default, it's put as 2, and you can leave that as 2, and another good way to further eliminate the amount of spam you get is to go to this section here and enter a list of words that are automatically blacklisted. So for example, I'm pretty sure a lot of the blogs – comment…blog spam would have something to do with Viagra or any other degree, online degree or something like that, so if you find, a lot of those spam have a very, very predetermined set of words in it, you can always add them here.

Alright? So be very careful what you enter here. If, for example, your blog is about getting online degrees, then of course, you don't want anyone who uses the word "degree" to be automatically blacklisted or automatically be entered into the comment moderation queue. So be very careful with this comment blacklist, but generally speaking, there are a lot of common spam words that you can just add to this comment blacklist and it will further improve your ability to capture and eliminate spam. So that's how you control spam on your WordPress blog. 
